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Sector Electricidad

*Ingenieria y Construccion.
= Centro de Servicios Investigacion y Desarrollo

*Negocio de Generacion Eléctrica
= Complejo Hidroeléctrico Plantas Arenal, Dengo, Sandillal.

=Centro de Control de Energia.
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Objetivo General

Desarrollar un sistema de control de lazo cerrado para el nivel del embalse Santa Rosa,
mediante estrategias de desvio de la potencia final de las plantas Arenal y Dengo del
complejo ARDESA, manteniendo la potencia total requerida por el Sistema Automatico de
Generacion (AGC) del Centro de Control de Energia.




Tilawa

Nombre indigena asociado con las lluvias intermitentes y ventosas

(tilawas) de la Zona de Tilaran, de donde se deriva el nombre de la
localidad.
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Contact-Us

= Computador Cromenco
= Ensamblador Z80

= Recibe consigna total y reparte consignas para garantizar nivel del embalse.



Nuevo milenio 2000
Controlador SIAHC
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PLC Siemens S5

Sistema Operativo Solaris

G2 www.gensym.com
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2016
Controlador Tilawa

=Control del nivel mediante ajustes por unidad individual.‘= =

= Restricciones del Mercado Eléctrico Centroamericano

= Todo el disefio es nacional en C++/C, sobre Linux.

= Uso maximizado de cédigo abierto. mnmm -
= Integracion comercial con Simulink y LabView e
* Interoperabilidad siguiendo estandares Smart Grid. "
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Alcance

Realizar el despacho del nivel del embalse Santa Rosa del
Complejo Hidroeléctrico Arenal Dengo Sandillal, mediante telemando

y control automatico en forma integrada con el negocio Generacién
y el Centro de Control de Energia (CENCE%

Mantener las consignas de potencia enviadas por el Centro de
Nacional de Control de Energia que garanticen el control primarioy
secundario, en forma conjunta con el control de nivel del
embalse Santa Rosa.

Permitir el control manual del embalse Santa Rosa por parte de

los operadores de Planta Arenal mediante la intervencion de las
unidades de Plantas Arenal y Dengo.

Desarrollar el sistema con un Minimo de indisponibilidades.
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Como controla
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Estandares

NIWSST Q  =NIST MENU

NIST Framework and Roadmap for Smart Grid Interoperability
Standards, Release 3.0

Published: October 01, 2014 B35 RECENT PUBLICATIONS
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Figure 9-6. Overview of the Bulk Generation Domain,

NIST:
http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1108r3.pdf



E S té n d a re S List of Cybersecurity for Smart Grid Standards and Guidelines

Collected by Frances Cleveland, Xanthus Consulting International,
Convenor IEC TC57 WG15

May, 2013

1. List of Standards that include Cybersecurity

e ANSI C12.18-2006/IEEE P1701/MC1218 Protocol Specification for ANSI Type 2 Optical
Port

e ANSI C12.19-2008/IEEE 1377/MC1219 Utility Industry End Device Data Tables

e ANSI C12.21/IEEE P1702/MC1221 Protocol Specification for Telephone Modem
Communication

e ANSI C12.22/IEEE P1703/MC1222 Protocol Spec for Interfacing to Data Comm
Networks

e ANSI/ASHRAE 135-2010/1SO 16484-5 BACnet

e ANSI/CEA 709.1-B-2002 Control Network Protocol Specification

e CEA 852.1:2009 Enhanced Tunneling Device Area Network Protocols

e |EC 15118 Road vehicles — Vehicle to grid communication interface

o [EC 60870-5 Telecontrol equipment and systems: Transmission protocols

e |EC 60870-6 Telecontrol Application Service Element 2 (TASE.2) (references IEC 62351)

e |EC 61850 Suite of standards on Communication Networks and Systems for Power
Utility Automation (references IEC 62351)

e |EC 61850-90-5 for exchanging synchrophasor information
e |EC 61968 System Interfaces for Distribution Management (references IEC 62351)

e |EC 61970 Energy management system application program interface (EMS-API)
(references IEC 62351)

e |EC 62056 COSEM: COmpanion Specification for Energy Metering (COSEM)
e |EC 62541 OPC Unified Architecture
e |EC PAS 62559 Methodology for Requirements Development

http://iectc57.ucaiug.org/wgl5public/Public%20Documents/List%200f%20Smart%20Grid%20Standards%20with%20Cybersecurity.pdf
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Pasos Implementacion SG ... un proceso iterativo

‘ ' 1 Control Nivel Embalse
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Nube de datos

Servidor de comunicaciones
Internet de las cosas industriales

HMI
{ Gobernadores }{ Microdespacho } { Controlador L‘

IEC-60870-5- HS Data
{ UTR

104 - ’rotocol
{ Historiador

Tiempo Real

Contenedor de datos de
tiempo real
(interoperabilidad)

Contenedor de datos de
tiempo real
(interoperabilidad)

HS Data

Protocol

{ Simulador Controlador}

|

IEC-60870-5-
Modbus TCP 101
{ Medidores ION { AGC }
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Servicio de control
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ontrolador
Servicio de control

IEC 61131 - TlwController/P_Loop_Pulsos.st - GEB Automation IDE - [o ¥
File Edit Navigate Search Project IEC61131 Run Window Help
g ~ © | W 2 H 0 S (I [Q Quick Access M B [.‘r‘; |EC 61131 % Debug IEC 61131
[5 Project Explorer % l = B | [s] P_Logger.st  |[sf] P_Loop_Pulsos.st % |[sf) P_DATA_INPUT.st = 8
& v *)
= PROGRAM Loop_Pulsos
CIHello 2 VAR_EXTERNAL
Bit_Estado DCS_ Arenal : BOOL; (*TO ABB ARENAL 104 SC IOA 21007*)
b & Semaphore Bit_Estado_DCS Corobici : BOOL; (*TO ABB COROBICI ~ 104 SC IOA 21007%*)
Falla Ccmm RTUA : WORD; (' FLAG DEL PLC VIRTUAL STATUS DEL FREDBUSPRO*)
v & TlwController Falla_Comm_RTUC : WORD; (* FLAG DEL PLC VIRTUAL STATUS DEL FREDBUSPRO*)
END_VAR
b = InProgress
> . VAR
(& Outgoing HEEEERE R PLC INTERNALS *)
b & output AT %MX1.1.4 : BOOL; (*#FROM VIRTUAL PLC FIRST (STARTUP) RUN *)
P AT %MX1.2.4 : BOOL; (*#FROM VIRTUAL PLC FREDBUSPRO COM STATUS *)
AT %MX1.3.4 : BOOL; (*FROM VIRTUAL PLC PRINT ALL VARIABLES*)
AT %MX1.1.3 : BOOL; (*ENABLE FOR CONTROLLING WHEN COMM STATUS IS OK*)
LCULOS_PU.st AT %MW110.4 : WORD;
FB_CALCULOS_REAL.st (Fbtttt+ttttttHHHHH+++ LOOP PULSOS )
Log : BOOL := FALSE;
[s1] FB_CONTROL_PLANTA.st END_VAR
[s7 FB_CONTROLADOR_VO.2. VAR
[ FB_DETERMINA_STATUS_ PulsosArenal : PulsoPersistente;
PulsosCorobici : PulsoPersistente;
[s7) FB_DETERMINA_STATUS_ END_VAR
[s7) FB_DETERMINA_STATUS_ IF FIRST_RUN THEN
Log := PRINTMSG('STARTING LOOP_PULSES...');
[s5] FB_DISTRIBUIDOR_CONS SYS_PRIORITY := 2;
Log := ENDPROG(0);
[s7 FB_DISTRIBUIDOR_CONS END_IF;
[s1 FB_HISTERESIS_PLANTA. >
51 FB_Logger.st [ Ladder Variables | & Console % ‘»? Search{ s~ = 08
[ FB_P1.st No consoles to display at this time.
[s1] FB_PulsoPersistente.st
[s7] FB_REGULADOR_HIDRAU
[s7 FB_TOTALES_COMPLEJO.
[s1 P_DATA_INPUT.st
[s7) P_DATA_OUTPUT.st
[s1] P_Logger.st

Writable Insert 49:23
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Features

Overview Model Examples ~ Videos = Webinars ~ Whats New  Product Pricing $ Tralsoftware &, Contact sales

Simulation and Model-Based Design

Simulink® is a block diagram environment for multidomain simulation and Model-
Based Design. It supports simulation, automatic code generation, and continuous
test and verification of embedded systems.

Simulink provides a graphical editor, customizable block libraries, and solvers for
modeling and simulating dynamic systems. Itis integrated with MATLAB®, enabling
you to incorporate MATLAB algorithms into models and export simulation results to
MATLAB for further analysis.

Simulink Overview

® Watch video

From Concept to Code

Engineers everywhere use Simulink to get their ideas off the ground, including
reducing fuel emissions, developing safety-critical autopilot software, and designing
wireless LTE systems. Discover how Simulink can help you complete your projects.

R2016a

» Explore the latest features.
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ator.cpp [Simulator] - 1312
Edit View Search Project Build Debug wxSmith Tools Tools+ Plugins DoxyBlocks Settings Valgrind Help
‘eu@ Q &alio > % o O [Debuginx (5]} b 42 ® 7]
3lobal> B < | main(nt size, char* arg[) : int B
ement
. o | mattab- leto.h 3 | Simulator.ce 3 | main_Simulator.cpp 3
rojects | symbols | Resources | 172 ChangeEventanalog Caudal_Ua_sim(Caudal_Ua Sim, 33.53,0.03);
175 ChangeEventanalod Caudal Us sim(Caudal-Us sim, 2. 22,0001}
O Tiwsimulator 17a ChangeEventanalog Caudal_Us_sim(Caudal_Us_sim,==.33,0.03);
175
> g Simutink_eval i) Factor_ o J200.0.0.1);
> B TiwRuntme 177 Factor— argabengo, 160.0,0.11;
W TeRun 78 ChangeEventAnalog Factor Diferencia(FactorDi ferencia, 100.0,0.1);
> ™ visualScada 179
180 ChangeEventanalog Nivel_Enbalss_SantaRosa_Sim(Nivel_Sim,=31,0.001);
> ™ VisualSimulator 181
. 182 Class ChangeEventBinary IND_REMOTO_UL(getBinaryElamsnt (*IND_REMOTO_UL'))
> % Simutator 182
102
b & Sources et while (i ensble_getdata) thnslesp(1);
b o Headers 158 hila (true)
157 {
> ™ Simulator Controlador }: /Exesuensia
by
1% 1t/ (Frecuenciasarra. Test()) {T_RT_Tag Info(FrecuenciaBarra,"Ersusnsia_harca2" " edision® " Erasusncia®, "Somalaier); Queue.inserte(Info);)
101
102 Mixsl Actual
195 %
152 it Nivel_Erbalse_Santamosa.Test())  {T_RT_Tag Info(Nivel Embalse_Santaross,"Nivel_sctual,*Medicion", "Nivel®, *Compleio’); Queve.inserte(Info);)
158
198 /Sonsiana
157 ey
158 1t (Consigna_cc 1. Test()) (T_RT_Tag Info(Consiana CC_UL,"Consiana UL, "Medicion®, “UL", "Arensl®); Queus.inserte(Info);}
e i (Conidaceiaent () (oA svelconaionicc Ll Canan v el i el ! el inaeris e
200 if (Consiona CCTUS.Test()) (TRTTag Info(Consigna CC-Us, " Conatana Us" . "Hedicron® . -Us" | "Arenal"): Queue.inserte(Info) :
o1
N 5 2ok if (Conmigna cc UA.Test()) {T_RT_Tag Infolconsigna_CC_Us,"Gonzisns Ua*,“edicient » \Ud", ‘Dange*); Queue.inserte(Infa);}
& \ > 203 if (Consigna CC_US.Test()) {T_RTTag Info(Consigna CC_US,"Consigna US"."Hedicion®,*US" . "hengo”); Queue.inserte(Info);
vé N prlng( r 204 if (Consigna C_Us.Test()) {T_RT_Tag Info(Considna CC_US,"Considna Ue"  "Hedicion*,*Us"|*Dende"); Queue.inserte(Info
p 205
o 08
207 /potensia Actual
06 berssir i
200 3¥ (Rotencia cob U1 Test()) {T_RT_Tag Info(Potencia_Gob_UL*Batencia 1", " Hedicion” Arenal®): Queue.inserte(Info):}
1o it (Potencia Gob-UZ.Test()) {T_RT Tag Info(Potencia Gob Uz, Potancia U2 'Hedtcran: U2 'Arenal®); Queve.inserte(Infe):}
11 £ () (T Taa (s :-hedi clon- (-1 » Aranal: e(threr
St

Codeslocks 3 | 4 Search resuts 3 | /) Cppt

Check 3 | /| CppCheck messages 3 | /| DoxyBlocks 3 | € Debugger 3 | /| Valgrind 3 | /) Valgrind messages 3 | < Closed files list 3% | /i Cccc 3 | ©Buildlog 3¢ | ¥ Build messages 3

G GG Compiler]
GeC Conpiler)

in FredBuspro_clicnt_dynawic (compiler
in FredBuspro_client_api (compiler: GNU
Wlator (compiler

Release_Linux
Release_linux
Release_linux in TLvRTSin

erfredayrd.. Function ‘sin__6a sin__73: isi alconst sin_
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Controlador
Servicio de control

( N
.
< > Gobernadores
Controlador Reivax © Controlador
- - A0 Contenedor de datos de HS Data
Contenedor de datos de HS Data  tiempo real Protocol
tiempo real Protocol (epesbiiie)
interoperabilidad c .
(interop ) T Simulador

Terminalres
Remotas

=Control de eventos discretos

=Control de Lazo cerrado de nivel




Comparar simulacion y realidad
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Historiador open source
OpenTSDB/Hadoop

T S D Time Series Database

Graph Stats Logs Version
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T T T T T T T T T T
340 | =8 : q
¥
y ) ¥}
320 ¥ b
" A x ; Y
300 k \ .
& y 2
280 .|
260 | .
240 - 4
{
Google -
. =) =
200

Sun 00:00 [
Sun 06:00 -
Sun 12:00
Sun 18:00 [
Hon 00:00 [
Mon 06:00 [
Hon 12:00 [
Hon 18:00 [
Tue 00:00 [
Tue 06:00 [

IOEAS BECOME LIFR

o 3 @i
N + ‘ u 4 l\f controlador . simulator .arcosa.generacion. ice{TagNane=Consigna_Total, Categoria=hedicion, Unidad=Total, Planca-c:mpmo} ——
0 r a n L :-1 ﬂ @ f y controlador .sinulator .arcosa.generacion. ice{TagNane=Potencia_Total, Categor: Pl jor
G . - controlacor -similaton sarcoea. Gener acion. ioe LTaganeorotencia. Total sin, Lategoria=Similacion, Unidad=Total, Plante=Complejo —¥—




Resultados
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Resultados

=[nversién cercana a un millén de dolares.
= Compra de Unidades Terminales Remotas.
= Tarjetas 104 Prosoft.
= Costos indirectos.

= Mano de obra.

=En servicio desde el 21 de Julio 7x24.
= Control de Unidades Arenal y Dengo.
= Control automatico de valvula conica.
= Integracion Microdespacho.

= Aplicativos
= Nube de interoperabilidad
= Controlador
= HMI

= Historiador OpenTSDB
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Nube de Datos y Control en
Tiempo real

HMI
{ Gobernadores }{ Microdespacho } { Controlador

IEC-60870-5-
{ UTR

104
{ Historiador

Contenedor de datos de
tiempo real
(interoperabilidad)

HS Data
>rotocol
Contenedor de datos de

tiempo real
(interoperabilidad)

HS Data

Protocol

{ Simulador Controlador}

Tiempo Real

|

IEC-60870-5-
Modbus TCP 101
{ Medidores ION { AGC }



Nube de Datos y Control en
Tiempo real

and control

N3mepeHne n
Measurement Mjerenje i . i o }
kontrola ATl &Il 2] P

Estandarizacion

{ A E AT Nube de datos y control en Ii:/lont.rc?lly }
, edicion
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Nube de datos en lenguaje
comun

{ SConsignaU1l }{ SPotenciaUl }{SNiveIEmbaIse}

{ SPanelSolar }

SCargadorVE }

Nube de datos y control en
Tiempo Real

(Interoperabilidad)

SFactorPotencia }
/

{ SEstadoVD
SEstadoU1



Nube de informacion y
control en lenguaje comun

9-’ =5 mckspace(:) Why Learn R? edurekal!

7,
'( ﬁ Open Source Language Relates to other Langu
Cross-Platform Compatible Vast Communil
Goo gle Q /) amazoncom
. o . ‘
)

Rt SRR Get.SvaeIEmbaIse,}

Advanced Statisticel Language

Calc:#mean,SPanel }

{ Cmd:SConsignaU1,30; Solar:
Nube de datos y control en
Tiempo Real

(Interoperabilidad)

{ Cmd:SAVR,OF SBO Cmd:SCargadorVE,ON; }

{ Get:SFrecuencia;
ST IL Graphlc

S

y SFC OnlineChgnge
.,\l-:B ‘LD di 9/
Get:SEstadoU1; —/Bin '"ﬂ 4

~IEc 611313

/

{ Get:SEstadoVD;

{ Read:SFactorPotencia; }



Nube de interoperabilidad
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Google /)~ amazoncom
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Advanced Statisticel Language

{ Get:SPotenciaU1;

Calc:#mean,SPanel }

{ Cmd:SConsignaU1,30; Solar:

{ Cmd:SAVR,OF SBO Cms:SCargadorVE,ON; }

EN OPERACION 7x24

{ Get:SFrecuencia;
ST IL Graphlc

/xﬁ,ﬂq—‘m [jne Chgnge

}\ ‘LD Qndmp bug /4
leceuind

{ Get:SEstadoVD;
Get:SEstadoU1; }
Read:SFactorPotencia; }



Nube de Internet

TAURUS )
BPL Deployment Architecture

Nube de interoperabilidad en

energia
Why Learn R?

Open Source Language
Cross-Platform Compatible

‘

Advanced Statisticzl Lanquage

ST glL
SF! e ,Graphlc
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Nuevos Negocios

Energy Monitoring through a Raspberry Pi

Made by Control Everything - Published in ControlEverything.com, Home Automation, and Raspberry Pi

About | Open source | Peop|

OpenEnergyMonitor

ABOUT THIS PROJECT

Get Started Hardware Emoncms Resources Labs Online Store In this application we will setup a CE

current monitor with a Raspberry Pi and
display current readings for circuits
through a web interface

Home

Raspberry Pi
With the addition of an RFM69Pi expansion board, the Raspberry Pi is able to

receive data via wireless from other OpenEnergyMonitor modules such as *’shop -
an emonTx or emonGLCD. A Raspberry Pi can forward data to an emoncms sever, W energy monitoring % controleverything
and/or log data locally to an SD card or hard drive.
@ rrvvare
(RFM12Pi) PROJECT INFO
Type & Full instructions provided
Difficulty Easy

Estimated time 4 hours
Published April 11, 2016
License GPL3+

) Respect project | 3 I made one

RFM69Pi Adapter Board

The RFM69Pi adapter board is compatible with all models of the Raspberry Pi. The board enables a Pi to transmit
and receive data from other OpenEnergyMonitor modules such as emonTx/emonTH via an
RFM12B or RFM69CW radio. The RFM69Pi will fit inside a standard Raspberry Pi case.




Interoperabilidad en la cadena de valor
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